MNAMSITKA TIEJATOI'AM
Ob HH®OPMAIIMOHHOM BE30ONMACHOCTH
Korna peus 3axoqut o0 nH(DOpPMAMOHHONW 0€30MacCHOCTH, OOBIYHO MBI HAYMHAEM JyMaTh O
KOMITBIOTEpAX, CeTsIX, MHTepHETe U Xakepax. Ho s 06pazoBaTebHOM cpeibl mpodiieMa CTOUT IIHPE:
B OTPKICHUM Y4YaIlIerocs OT WHGOpPMAIUU, KOTOpas MOKET HETaTUBHO IMOBJIHITh Ha €ro
(dbopMHpOBaHKE U Pa3BUTHE, TO €CTh O MPOMAraH/ie pa3IMIHON HAIPABICHHOCTH.

IHonsiTe MHPOPMAITHOHHOI 0€30MIACHOCTH
[Tog wuHbOpManMOHHON O0€30MacHOCTI0 IMOHMMAETCS 3allUIIEHHOCTh HH(OpMannOHHON
CHCTEMBI OT CIIY4aifHOTO WJIM MPEeIHAMEPEHHOTO BMEIIATENIbCTBA, HAHOCSILIETro yIiepO Biajenblam
WM TI0JIH30BATENSIM HH(POPMALIUH.
Ha npaxTrke BaKHEHITUMH SBIISIOTCS TPH aCleKTa MHPOPMALMOHHOMN 0€301MacHOCTH:
e JIOCTYITHOCTH  (BO3MOXHOCTH 33  pa3yMHOE€ BpeMs  MOJIYyYUTh  Tpedyemyro
MH(OPMALIMOHHYIO YCIIYTY);
e IIEJIOCTHOCTH (aKTyaJIbHOCTh M HEMPOTUBOPEYMBOCTH HHPOPMAIINH, €€ 3alIHIICHHOCTD OT
pa3pylLIeHUs 1 HECAHKIIMOHUPOBAHHOTO N3MECHEHHS);
e KOH(UAEHIMATBHOCTH (3AIUTA OT HECAHKIIMOHUPOBAHHOTO MPOYTEHHS).
Hapymenust 10CTYIMHOCTH, LEIOCTHOCTH W KOH(UIACHIMAIBHOCTH HH(OpMAu MOTyT OBITH
BBI3BaHBI Pa3JIMUYHBIMU OMTACHBIMH BO3/ICHCTBUSAMHI HAa HH(POPMALIMOHHBIE KOMIIBIOTEPHBIE CHCTEMBI.

OcHoBHbIe yrpo3bl HHGPOPMALMOHHOI 0e30IacCHOCTH
CoBpemeHHas uH(pOpPMAalMOHHAs CUCTEMa NpPEACTaBIseT CO00M CIOXKHYI CHCTEMY,
COCTOSALIYI0 M3 OOJIBIIOrO 4YHCiIa KOMIIOHEHTOB pAa3IMYHOW CTENEeHHM aBTOHOMHOCTH, KOTOpBIE
CBSI3aHbl MEXJay €000l M OOMEHHUBAIOTCS AAHHBIMU. [IpakTHUECKH KaxKAbli KOMIIOHEHT MOXET
IIOJIBEPTHYTHCSI BHEIIHEMY BO3JIEHCTBUIO MU BBIUTHU U3 CTpOsi. KOMIIOHEHTHI aBTOMaTHU3UPOBAHHON
MH(POPMALMOHHOM CUCTEMbI MOXKHO Pa30UTh Ha CIIEIYIOLINE IPYIIIbL:
Annapammnwle cpedcmea. ITO KOMIBIOTEPbl M UX COCTaBHbIE 4acTH (TPOLECCOPbl, MOHHUTOPBI,
TEPMUHAJIBI, IepUepuiiHble YCTPONCTBA — MPUHTEPHI, KOHTPOJUIEPHL, KaOeIH, TMHUN CBA3H U T.1.);
Ilpocpammnoe obecneyenue. 370 TPUOOPETCHHBIC  IMPOTPAMMBI, HUCXOJHBIE, OOBEKTHEIE,
3arpy304Hble MOJYJM; OIEpPAlMOHHbIE CHCTEMBbl U CHUCTEMHBIE NPOrpaMMbl (KOMIWJISITOPHI,
KOMIIOHOBILIUKH U JIp.), YTUINTHI, AUArHOCTUYECKHE TPOrPaMMBbI U T.JI.;
/lannvie, XpaHuMble BPEMEHHO U MOCTOSHHO, Ha AMCKAX, (pidIIKax, MedyaTHbIE, apXUBbl, CUCTEMHbBIE
KypHaJIbI U T.1.;
Ilepconan. 1lonb3oBareny, CHCTEMHBIE aIMUHUCTPATOPBI, IPOIPAMMUCTBI U JIP.
OrnacHble BO3JEICTBUS HAa KOMIIBIOTEPHYIO HHPOPMAIIMOHHYIO CUCTEMY MOKHO TOJIpa3AeIuTh

Ha Clly4aiiHble U IIPEIHAMEPEHHbIE. AHAIN3 OMNbITA IPOEKTUPOBAHUS, U3TOTOBIEHUS U SKCIUTyaTalluH
MH(OPMALIMOHHBIX CHUCTEM IOKa3bIBAET, YTO WMH(OPMALMS MOJBEPraeTcs pPa3IUYHbIM CIy4alHbIM
BO3JICHCTBUSIM Ha BCEX JTallax LMKJIA KU3HU CHCTeMBl. lIprunHamMu ciydaliHbIX BO3ACUCTBUN NpH
HKCIUTyaTallii MOTYT OBITh:

e aBapuiiHbIE CUTYyallUU U3-3a CTUXUUHBIX O€JCTBUI U OTKIIIOUCHUN HJIEKTPOIUTAHUS;

e OTKa3bl U cOOMU ammaparypsl;

e OIIMOKH B IPOrpaMMHOM 0O€CIICUeHHH;

e omuOKH B paboTe MepcoHana;

e TIOMEXH B JINHUSX CBSA3U U3-3a BO3JCHCTBUN BHEIIHEH CPEMBI.



[IpennamepeHHbIE BO3ACHCTBUS — ATO 1I€JIEHANPABICHHBIE ACHCTBUS HapymuTena. B kadecTBe
HapyLIMTENIs MOTYT BBICTYIIATh CIIY)KalllMd, IOCETUTENb, KOHKYPEHT, HaeMHHUK. [leiicTBus
HApYIIUTENS MOTYT OBITh OOYCIIOBJICHBI Pa3HBIMH MOTHBAMH:

e HEJOBOJBCTBOM CIIY’XKalEro CBOEH Kapbepoii;

e  B3ITKOM;

e JIIOOOMBITCTBOM;

e KOHKYPEHTHOU 00pHOOH;

e CTpPEMJIEHHEM CaMOYTBEPIUTHCS JIFOO0H IIEHOM.

MO’KHO COCTaBUTh TMIIOTETUYECKYIO MOJEJIb MOTEHIINAILHOTO HAPYIIUTEIS:

e KBanU(UKAIM HAPYIIUTEIS Ha YPOBHE pa3pabOTUMKa JAHHOW CUCTEMBI,

e HaApYyIIUTEIEM MOXET OBITh KaK MOCTOPOHHEE IO, TaK M 3aKOHHBIA I0JH30BATEINb
CUCTEMBI;

e  HAPYIIMTEIIO U3BECTHA MH(POPMALIKA O IPUHIIUIAX PAOOTHI CHCTEMBI;

e HapyILIUTENb BEIOMpaeT Hauboee cnaboe 3BeHO B 3alUTe.

Haubonee pacnpocTpaHeHHBIM M MHOTOOOpa3HbIM BHJOM KOMIIBIOTEPHBIX HapyIIEHUN
SBJIICTCS HECAHKIIMOHUPOBAHHBIA IOCTYNn. HecaHKIMOHMpPOBaHHBIA JOCTYN HCHOJIB3YET JOOYIO
OMOKY B CHCTEME 3aIlUThl U BO3MOXEH IPH HEPalMOHAIBHOM BBIOOpPE CPEICTB 3allUTHI, UX
HEKOPPEKTHON YCTaHOBKE U HACTPOMKE.

[TpoBenem kinaccu(puKauio KaHAIOB HECAHKIIMOHUPOBAHHOTO JIOCTYIA, IO KOTOPHIM MOKHO
OCYILIECTBUTh XUILEHUE, U3MEHEHHUE WM YHUUTOKEHNE UH(OpMaLIUu:

Yepes uenoseka:
e XHUIIEHHWE HOCHUTENEH nHdopmanuu;
e uTeHHUe UHPOPMAIMH C FIKpaHa UITU KIaBUATYPBI;
e UTeHHE UH(OPMAIINH U3 PaCIICUaTKU.
Yepes npozpammy:
e IepexBaT MmapoJiei;
e Jemm@ppoBKa 3amndpoBaHHON HHPOPMAIUH;
e KONHMpOBaHHE MH(OPMALIUU C HOCUTEIS.
Yepes annapamypy:
e TMOJKJIIOYEHHE CIEHUANbHO DPa3pabOTaHHBIX aNmapaTHBIX CPEJICTB, 00ECHeYMBAIOIINX
JOCTYN K MH(pOpMaIuy;
e mepexBaT MOOOYHBIX AJIEKTPOMArHUTHBIX H3IYYE€HUI OT ammapaTypbl, JMHUH CBS3H,
CeTel MEKTPONUTAHUS U T.JI.

Oco060 cienyeT OCTaHOBUTHCS HAa yrpo3ax, KOTOPHIM MOTYT IMOJIBEPraTbCsi KOMITBIOTEPHBIE
ceth. OCHOBHass OCOOEHHOCTb JHOOON KOMIIBIOTEPHOM CETH COCTOMT B TOM, YTO €€ KOMIIOHEHTBI
pacnpezeneHsl B mpocTpaHcTBe. CBsI3b MEXY y3JIaMU CETH OCYILECTBISETCS (U3NYECKU C TTOMOIIbIO
CETEBBIX JIMHWM M TPOTPAMMHO C TIOMOIIBI0O MeXaHu3Ma cooOmenuit. [Ipu 3TOM ympasmistoniye
COOOIIIEHUsI U JIaHHbIE, MepechlylaeMble MEXKIY y3JIaMU CETH, MEpPelaloTcs B BHJIE MMAKETOB OOMEHa.
KomnbroTepHble ceTH XapaKTepHbl TE€M, YTO MPOTHB HUX MPEINPUHUMAIOT TaK Ha3bIBaeMble
yJaaJleHHble aTaku. Hapyrmmrenb MOXKeT HaXOIUTHCS 3a THICSIUM KUJIOMETPOB OT aTaKyeMoro oObeKTa,
IIPU 3TOM HAIAJICHUIO MOXKET MOJBEPraThbcs HE TOJBKO KOHKPETHBIH KOMIBIOTEP, HO U MH(OpMAaIHs,
IIepearoIIascs M0 CETEBBIM KaHalaM CBSI3H.

Oobecneyenune nHPOPMALMOHHOM 0e30MTACHOCTH
®dopmupoBaHue pexuMa WHPOPMAITMOHHON Oe30macHOCTH — MpobiieMa KoMIuIeKcHas. Mepbl
0 €€ PEIICHUI0 MOYKHO TOIpa3/IeIUTh Ha TSATh YPOBHEH:



1. 3akonooamenwvhorit. IT0 3aKOHBI, HOPMAaTUBHBIE AKTHI, CTAHIAPTHI U T.II.

HopmartuBHo-ipaBoBasi 6a3a onpenensonas mopsI0K 3amuTsl HH)OpMaIim:

2. Mopanbno-smuueckuii. BceBo3MOXHbIE HOPMBI TIOBEICHHUS, HECOOTIOACHHUE KOTOPBIX BEAET K
Ma/ICHUIO TIPECTHKa KOHKPETHOTO YeJIOBEeKa MJIH LEJI0 OpraHu3aluy.

3. Aomunucmpamuenwui. JleiictBus 0o0IIEro XapakTepa, MpeAlpPUHUMAEMble PYKOBOJCTBOM
opranuzanuu. TakuMHu JOKYMEHTaMH MOTYT OBITh:

e IIpUKa3  PYKOBOAMTENSI O HA3HAYEHMM  OTBETCTBEHHOIO  3a  oOecreueHue
nH(pOpMaMOHHOM 06€301MacHOCTH;

e JIOJDKHOCTHBIE OOS3aHHOCTM OTBETCTBEHHOIO 3a oOecreueHre WHPOPMALUOHHON
0e30I1acHOCTH;

e IEPEYCHb 3alIMIIAeMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e HHCTPYKIHIO, ONPEACISIONIYI0 MOPSAOK IPeNoCTaBIeHUsT WHPOPMALKUU CTOPOHHUM
OpraHu3alisiM 10 UX 3ampocaMm, a TaKKe IO TpaBaM JOCTyHa K HEH COTPYIHUKOB
OpraHu3aIMH.

4.  @u3uueckuii. MexaHU4ecKue, 3JEKTPO- M DIIEKTPOHHO-MEXaHWYECKHE MpPENATCTBHS Ha
BO3MOYKHBIX ITyTSAX NPOHUKHOBEHUS OTEHIIUAIBHBIX HAPYLIUTEIEH.

5. Annapammuo-npozpammmuulii (3J€KTPOHHBIE YCTPOICTBa W CHELHAIbHbIE MPOrpaMMbl 3alIUTHI
uHpOpMALINN).

[TpunsATHIE MEPBI IO CO3IaHUIO Oe30MacHOi HHPOPMALIMOHHON CUCTEMBI B HIKOJIE:

e O0ecrieueHa 3amuTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHHPOBAHHBIX BO3/CHCTBHIA
(KOMITBIOTEPHBIE BUPYCHI, IOTHYECKUE OOMOBI, aTaKl XaKepOB U T. 1.)

e VYCTaHOBJIEH CTPOrMH KOHTPOJb 3a 3JEKTPOHHOM MOYTOH, 0OecreyeH MOCTOSIHHBINA
KOHTPOJIb 32 BXOJIAIIEH M UCXOASIIEH KOPPECTIOHICHIUEH.

e YCTaHOBIJIEHBI COOTBETCTBYIOIME MapoiIM Ha nepcoHaibHble T1K.

e Hcnonb3oBaHbl KOHTEHT-QWIBTPBL, U GUIBTPALUU CAUTOB MO UX COJIEPKUMOMY.

EnuHas COBOKYIMHOCTh BCEX JTHX Mep, HANpaBIEHHBIX Ha MPOTUBOJAEHCTBHE Yrpo3aM
0€30MaCHOCTH C IEJIbI0 CBEJICHUS K MUHIMYMY BO3MOXXHOCTH yiiep0a, 00pa3yroT CHCTEMY 3alllUTHI.

CrienuanucThl, MMEIONUe OTHOIIEHHE K CUCTEME 3aIUTHI TOJKHBI TOJTHOCTHIO MIPECTABIIATh
ceOe MpUHIMIEI ee (YHKIMOHHUPOBAHUS W B Cllydae BO3HUKHOBEHHS 3aTPYAHHUTENBHBIX CHUTYallud
aJIeKBaTHO Ha HHUX pearupoBath. [loa 3ammToOll MOMKHA HAXOAWUTHCS BCS CHUCTEMa OOPabOTKH
uHpOpMalnu.

Jluna, 3aHuMaromuecs: oOecrieyeHHMEM HMH(OPMAIIMOHHONW 0€30MacHOCTH, AOJKHBI HECTH
JIMYHYIO OTBETCTBEHHOCTb.

Hanexnas cuctema 3aliuThl JOJDKHA OBITH IMOJIHOCTBIO NMPOTECTHPOBAHA U COIJIACOBAHA.
3ammTa craHoBUTCA OoJjiee >(P(EeKTUBHONW M THOKOHW, €ClM OHa JOMYyCKAaeT H3MEHEHHE CBOMX
MapaMeTpPoB CO CTOPOHBI AIMUHUCTPATOPA.

B 3akiroueHue cBOEro JI0OKJaja XOTENOCh Obl JaTh HEKOTOpble PEKOMEHJAIUMH 10
opraHu3amu padoThl B MHPOPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ceOst U CBOMX OJIM3KHUX OT
MHTEPHET-IIPECTYITHUKOB.

Pexomenaauuu no opranusanuu padorbl B MHPOPMALIHOHHOM NPOCTPAHCTBE
1. Tlepex HawamoM pabOTBl HEOOXOAWMO 4YETKO CGOPMYIHPOBAaTH I€b M BONPOC IOHUCKA
nH(pOpMaLINH.
2. XKenarenpbHo BbIpabOTaTh ONTHUMAJIbHBIN aIrOpUTM MoucKa MH(popMauuu B cetu VMHTEepHET, 4uTO
3HAQYUTEJIBHO COKPATUT BPEMSI M CHJIBI, 3aTPAYE€HHBIE HA TIOUCK.



3. 3apaHee yCTaHOBUTH BpPEMEHHBIN JTUMHT (2-3 vaca) paboThl B HMHGOPMAIIMOHHOM ITPOCTPAHCTBE
(mpocmoTp Tenenepenauu, urenue, IHTepHer).

4. Bo Bpemst paboThl HEOOXOOMMO JenaTh mepephlB Ha 5-10 MUHYT A CHATHS (U3UYECKOTO
HaNpsOKCHUS ¥ 3pUTENIbHON HArpy3KH.

5. HeoOxonumo 3Hath 3-4 ynpakHEHUS Ui CHSTHS 3PUTEIBHOTO HANpSHKEHUS W (PU3UUECKOM
YCTaNOCTH.

6. PaGoTaTte B XOpOIIO NPOBETPEHHOM IMOMELIEHUM, IIPU ONTUMAIBLHOM OCBELIEHHU U B YJOOHOM
nose.

7. He CTOMT JIErKOMBICIEHHO OOpamarbcs CO CIaM-IMCbMaMU M 3aXOJUTh Ha HeOe3omnacHble BeO-
caiTel. J{71s1 MHTEPHET-NIPECTYITHUKOB BbI CTAHOBUTECH JIETKOW JOOBIYECH.

8. Ilpu perucrpanuu B COLMAIBHBIX CETAX, HE YKa3bIBaliTE CBOU IEPCOHAJIbHBIE JaHHbIE, HAIIPUMEDP:
a/ipec WM JE€Hb POXKICHHUS.

9. He ucnonp3yiite B JJOrMHE WU MapOJie IEPCOHANIBHBIE JTAHHBIE.

10. Bce 5T0 1NO3BOJISET HMHTEPHET-NIPECTYMHMKAM IOJIYYHUTh JaHHBIE JOCTyNa K aKKayHTam
3JIEKTPOHHOM MOYTHI, a Takke MHPuuupoBaTh gomamHue 1K 11 BkiaroueHus ux B 00T-ceTb WU AT
MOXUILEHHs] 0AaHKOBCKHX JIaHHBIX POIAUTEIEH.

11. Cozpaiite coOCTBeHHBIH Mpoduib Ha KOMIBIOTEpE, uYTOOBI 00€30MacuTh HHQPOPMAIIHIO,
XPaHSALIYIOCS Ha HEM.

12. He 3a0biBaiiTe, 4TO (PaKThl, O KOTOPBHIX BBl y3Haere B VHTepHETe, HY)KHO OYEHb XOPOIIO
IIPOBEPUTH, €CIIM BbIOY/IETE UCIOIb30BaTh UX B CBOEH qomainHell padore. LlenecooOpa3Ho cpaBHUTH
TPH UCTOYHHUKA HHPOPMALIUH, IPEKIE YEM PEUINTh, KAKUM UCTOYHUKAM MOXKHO JTOBEPSTh.

13. O noctroBepHOCTH HH(OPMALIMK, TOMEIIEHHON HA CaliTe MOXKHO CYyIUTh [0 CAMOMY CalTy, Y3HAaB
00 aBTOpax camra.

14. Pazmemmas uHdopmaiuio o cedbe, CBOMX OIM3KUX M 3HAKOMBIX Ha CTPAHMIIAX COLUANIBHBIX CETeH,
CIIPOCHUTE MPEIBAPUTENIBHO pa3pellieHne y TeX, 0 KoM OyaeT 3Ta HHpopmMaLus.

15. He cnenyer pa3memiaTh Ha CTpaHMLaX BeO-caiiToB cBou (otorpaduu u ¢ororpaduu cBoux
OJIM3KUX U 3HAKOMBIX, 32 KOTOPbIE BaM IIOTOM MOXET OBITh CTBIJTHO.

16. CobmronaiiTe npaBuia 3TUKU NpH oOmeHun B MHTepHeTre: rpy0OCTh MPOBOLMPYET APYTUX Ha
TaKoe )K€ MOBE/ICHHUE.

17. Ucnons3ys B cBoeil paboTe Mmarepuan, B3SAThIH W3 HMH()OPMALIMOHHOTO MCTOYHMKA (KHHWra,
nepuoinveckas nedarb, VIHTEpHET), clieAyeT yKa3aTh 3TOT MCTOYHHK MH(OpMAIMK UM clelaTh Ha
HETO0 CCBUIKY, €ClIM MaTepHai ObllI BaMU IiepepadoTaH.



